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Cyber risk management and the safety management system

IMO Resolution MSC.428(98) makes clear that an approved SMS should take into account cyber
risk management when meeting the objectives and functional requirements of the ISM Code.

The guidance provided in the Guidelines on maritime cyber risk management (MSC-
FAL.1/Circ.3) provides high level recommendations regarding the elements of an appropriate
approach to implementing cyber risk management.

The guidelines on cyber security onboard ships — Annex 2

The guidance in this annex is designed to provide the minimum measures that all
companies should consider implementing so as to address cyber risk management in an
approved SMS.



http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/Resolution MSC.428(98).pdf
http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3 - Guidelines On Maritime Cyber Risk Management (Secretariat).pdf
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GUIDELINES ON MARITIME CYBER RISK MANAGEMENT

1 The Facilitation Committee, at its forty-first session (4 to 7 April 2017), and the
Manitime Safety Committee, at its ninety-eighth session (7 to 16 June 2017), having considered
the urgent need to raise awareness on cyber risk threats and vulnerabilities, approved the
Guidelines on maritime cyber risk management, as set out in the annex.

2 The Guidelines provide highJevel recommendations on maritime cyber nsk
management to safeguard shipping from cument and emerging cyberthreats and
wulnerabilities. The Guidelines also include functional elements that support effective cyber
risk management

3 Member Governments are invited fo bring the contents of this circular to the attenfion
of all stakeholders concemned

4 This circular des the interim guideli tained in MSC.1/Circ.1526.

IACIRCMSC-FAL\TWSC-FAL 1-Cire 3.docx
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http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3 - Guidelines On Maritime Cyber Risk Management (Secretariat).pdf
https://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-security-onboard-ships.pdf?sfvrsn=20
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IMO Guidelines on maritime cyber risk management

MSC-FAL.1/Circ.3
Annex, page 4

36 These functional elements encompass the activities and desired outcomes of
effective cyber risk management across critical systems affecting maritime operations and
information exchange, and consiitute an ongoing process with effective feedback mechanisms.
T Effective cyber risk rmnagemem 'should ensure an appropriate level of awareness of
cyber risks at all levels of an organization. The level of awareness and preparedness should
be appropriate o roles and responsibilities in the cyber nsk management system_
4 BEST PRACTICES FOR IMPLEMENTATION OF CYBER RISK MANAGEMENT
41 The approac hlu':ybe sla deo iuundnbun'ur
rigk N sorcach
cyber risk .
relevant intemnational and industry standards ar rﬂbe..lprzlc’h

Yoer al
to address cyberipe ul vulnerab\mes Fordetanedg dance on

Additional guidance and standards may include, but are not limited to;

1 The Guidelines on Cyber Security Onboard Ships produced and supported
by BIMCO, CLIA, ICS, INTERCARGO, INTERTANKO, OCIMF and IUMI.

ISQVIEC 27001 standard on Information technology — Security techniques —
Information security management systems — Requirements. Published jointly
by the Intemational Organization for Standardization (ISO) and the
Intemational Electrotechnical Commission (IEC).

United States National Institute of Standards and Technology's Frameworl
gproving Critical Infrastructure Cybersecurity (the NIST Framewod

! The additondl guidance and standards e lisied as 3 non-exhaustve reference fo further detaled
information for users of these Guidelines. The referenced guidance and standards have not been issued by
the Organizason and their use remains at the discretion of mdividual users of these Guideines.

TCIRCMSC FALTMEE FAL 1 Ciro 3 docx
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4.2

Additional guidance and standards may include, but are not limited to:’

A The Guidelines on Cyber Security Onboard Ships produced and supported
by BIMCO, CLIA, ICS, INTERCARGO, INTERTANKO, OCIMF and IUMI.

2 ISO/IEC 27001 standard on Information technology — Security techniques —
Information security management systems — Requirements. Published jointly
by the International Organization for Standardization (ISO) and the

International Electrotechnical Commission (IEC).

3 United States National Institute of Standards and Technology's Framework
for Improving Critical Infrastructure Cybersecurity (the NIST Framework).



Establish
contingency
plans

Develop a prioritised contingency
plan to mitigate any potential
identified cyber risk.

Identify threats

Understand the external cyber
security threats to the ship.
Understand the internal cyber security
threat posed by inappropriate use and
lack of awareness.

Develop protection
and
detection measures

Identify
vulnerabilities

Reduce the likelihood of vulnerabilities
being exploited through pratection
rmeasures,

Reduce the potential impact
of a vulnerability being
exploited.

Develop inventories of anboard
systems with direct and indirect
communications links.

Understand the consequences of a
cyber security threat on
these systems.
Understand the capabilities
and limitations of existing
protection measures.

Assess risk
exposure

Determine the likelihood of
vulnerabilities being exploited
by external threats.
Determine the likelihood of

vulnerabilities being exposed by
inappropriate use.
Determine the security and safety
impact of any individual or
combination of vulnerabilities
being exploited.




Identify threats

Understand the external cyber
security threats to the ship.

Understand the internal cyber security
threat posed by inappropriate use and
lack of awareness.




Identify
vulnerabilities

Develop inventories of onboard
systems with direct and indirect
communications links.

Understand the consequences of a
cyber security threat on
these systems.

Understand the capabilities
and limitations of existing
protection measures.



Assess risk
exposure

Determine the likelihood of
vulnerabilities being exploited
by external threats.

Determine the likelihood of
vulnerabilities being exposed by
inappropriate use.

Determine the security and safety
impact of any individual or
combination of vulnerabilities
being exploited.




Develop protection
and
detection measures

Reduce the likelihood of vulnerabilities
being exploited through protection
measures.

Reduce the potential impact
of a vulnerability being
exploited.




Establish
contingency
plans

Develop a prioritised contingency
plan to mitigate any potential
identified cyber risk.




Respond to and
recover from cyber
security incidents

Respond to and recover from cyber
security incidents using the
contingency plan.

Assess the impact of the
effectiveness of the
response plan and
re-assess threats and
vulnerabilities.
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Cyber risk management and the safety management system

IMO Resolution MSC.428(98) makes clear that an approved SMS should take into account cyber risk management

when meeting the objectives and functional requirements of the ISM Code. The guidance provided in the Guidelines

on maritime cyber risk management (MSC-FAL.1/Circ.3) provides high level recommendations regarding the elements
of an appropriate approach to implementing cyber risk management. The guidance in this annex is designed to provide
the minimum measures that all companies should consider implementing so as to address cyber risk management in an

approved SMS.
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IMO Guidelines on maritime cyber risk management /
The Guidelines on cyber security onboard ships — ANNEX 2

IDENTIFY
PROTECT
DETECT
RESPOND
RECOVERY

IDENTIFY”

Roles and responsibilities®*
Action

Remarks

ISM Code: 3.2
Industry Guidelines: 1.1

Update the safety and environment
protection policy to include
reference to the risk posed by
unmitigated cyber risks.

An updated safety and environment protection policy should demonstrate:

B acommitment to manage cyber risks as part of the overall approach to safety
management (including safety culture) and protection of the environment

B an understanding that CRM has both safety and security aspects, but the emphasis is on
managing the safety risks introduced by OT, IT and networks

B an understanding that without appropriate technical and procedural risk protection and
control measures, OT is vulnerable to disruption affecting the safe operation of a ship and
protection of the environment.

Nothing in the updated policy should suggest that CRM is given any more or less attention
than any other risks identified by the company.

ISM Code: 3.3
Industry Guidelines: 1.1

Update the responsibility and
authority information provided in
the SMS to include appropriate
allocation of responsibility

and authority for cyber risk
management (CRM).

In general, IT personnel should understand potential vulnerabilities in computer-based
systems and know the appropriate technical and procedural protection measures to help
ensure the availability and integrity of systems and data. Operational and technical personnel
should generally understand the safety and environmental impacts of disruption to critical
systems?? onboard ships and are responsible for the SMS.

Allocation of responsibility and authority may need to be updated to enable CRM. This should
include:

B allocation of responsibilities and authorities which encourage cooperation between IT
personnel (which may be provided by a third party) and the company’s operational and
technical personnel

B incorporating compliance with cyber risk management policies and procedures into the
existing responsibility and authority of the Master.
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3 punkter att ta med

« 1 januari 2021

 Guidelines on Maritime Cyber Risk Management (MSC-FAL/Circ.3)

* The quidelines on cyber security onboard ships - Annex 2!

T S 0 S 0 G 0 S 09090 G 090909 G $Z0Z0909090909 9 SO $Zz’Zz’z’z$ SO Z090’0’0’Z90 S $Z0Zzl’Zzl’$’|w.aye


http://www.imo.org/en/OurWork/Security/Guide_to_Maritime_Security/Documents/MSC-FAL.1-Circ.3 - Guidelines On Maritime Cyber Risk Management (Secretariat).pdf
https://www.ics-shipping.org/docs/default-source/resources/safety-security-and-operations/guidelines-on-cyber-security-onboard-ships.pdf?sfvrsn=20
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Exempel fran rederier
Sten Rosenqvist, Eckero




Rederi Ab Eckero

Cyber Security
Risk Management

Sten Rosenqvist, Sikerhetschef DPA/CSO




Eckeros 5 affarsomraden

ECKEROGLINE

Eckero6 Line Birka Cruises
bedriver bedriver
passagerar- kryssningstrafik
och lasttrafik mellan
mellan Stockholm och
Helsingfors Mariehamn.
och Tallinn.

T W |

BIRKA CRUISES

=

ECKEROGLINJEN
Ecker6 Linjen
bedriver Williams
passagerartrafik Buss
mellan bedriver
Grisslehamn och linje- och

Ecker6 samt chartertrafik.
erbjuder olika
turism- och

reseprodukter.

WILLIAMS ECKékﬁ@SHIP;il;G

-~

Eckerd Shipping
bedriver ro-ro
trafik med
inriktning pa
exportindustrin

(

Rederiaktiebolaget

ECKERO ¢

Koncernstaber & support

|

IT
System

Ekonomi & Finans

Ink6p och

Personal .
Logistik

Fleet
Management

Rederiaktiebolaget

ECKERO ©




Fartygsflotta

M/S Finlandia

Byggd :2001, Daewoo Shipbuilding & Heavy Machinery Ltd., Sydkorea
Langd: 175 m Bredd: 27,6 m. Kapacitet: 2.080 passagerare.

Frakt: 610 bilar (1808 fraktmeter). Helsingfors — Tallinn.

M/S Eckero

Byggd :1979, Aalborg Veerft A/S, Aalborg, Denmark
Langd: 121 m Bredd: 24,5 m. Fart: 20 knop. Kapacitet: 1.630 passagerare

Frakt: 265 bilar (515 fraktmeter).
I trafik for Eckero Linjen Ab, Eckerd — Grisslehamn.

M/S Birka

Byggd: 2004, Aker Finnyards Oy, Raumo, Finland
Langd: 177 m. Bredd: 28 m. Fart: 21 knop.

Kapacitet: 1.800 passagerare, 715 hytter/1.800 baddar
I trafik for Birka Cruises AB, Mariehamn — Stockholm.

M/S Finbo Cargo

Byggd: 2000, Astilleros Espanoles S.A. (AESA), Sevilla, Spanien
Langd: 180 m Bredd: 25 m. Fart: 22 knop. Kapacitet: 366 passagerare.
Frakt: 2000 fraktmeter. Helsingfors — Tallinn.

Rederiaktiebolaget

ECKERO



Ro-Ro Flotta

Exporter

Levererad: 1991
Dodvikt: 5 765 ton
Chartrad till Holmen Paper AB

Transporter

Levererad: 1992
Dodvikt: 5 387 ton
Chartrad till DFDS

Shipper

Levererad: 1992
Dodvikt: 5 755 ton
Chartrad till Holmen Paper AB

Rederiaktiebolaget
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Cyber Risk Management

Jaha, vad ar det har nu da!

- YK2

- MRV
- IHM

-  GDPR

Och nu:
MSC-FAL.1/Circ.3 Guidelines on Maritime Cyber Risk Management

Men det har gor vi ju redan?




Myndigheter och klass

Flaggadministrationer
- Transportstyrelsen, SVERIGE
- Transport- och kommunikationsverket, FINLAND

Klassningssillskap
- Bureau Veritas
- DNVGL

- Lloyds Register

Hamnstatsmyndigheter

- Transportstyrelsen, SVERIGE

- Transport- och kommunikationsverket, FINLAND
- Estonian Maritime administration, ESTLAND

Rederiaktiebolaget
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REDERI- & SAKERHETSMANUAL

Mrdarinkiinbalaget

ECKERO ©

1. Rederiets sakerhets-
manualer
1.2 I15M dokumentation

Version: &

[ Datum: 2020-01-10

WVerkstallt:

Tidigare uppdatering: 2019-02-26

e

Fijrf: BGD

|Page:1(3)

sidan berir foljande: [£] kontor  [] My'S Eckerd [5] M/S Birka

Datumi: 2020-01-10

1.2 15M DOKUMENTATION

REDERIETS SAKERHETSORGANISATIONSSYSTEM (SMS)

COMPANY

PAX SHIPS

CARGO SHIPS

COMPANY & SAFETY MANUAL
Do, Mgt mo: 210,000
Manual describing the comgany's salety and
enviranmental-protection palicy, goals and
COMpany arganization, instructions/proodures to
ensune sale operation, responsibilities and

authorne reporting. audiss and roview.
EMERGEMNCY COMTINGEMNCY MANUAL
Doc. Mgmit. no: 210.005
Manual which describes procedunes to prepare
far, and respond t emergency, oritical and
speascific situations Incheding alerting routines.
: ISM Cod chinpRar 8 =

COMPANY & SAFETY MAMNUAL
Do, Migmi. mo 210.000
Manual describing this Lompany’s satety and
EMWITON TN LE Brof ction polcy, ROk and
COWTipaNY Organization, instructions procedunes to
ensure safe operation, responsibifities amd
Futhority, reporting, awdits and mvise.
EMERGENCY CONTINGENCY MANUAL
Doc. Mpmi. mo: 2100005
Manual which describes procedures to prepare
foF, and nespond 1o Emargeny, critical and
spaclic situations including aleming routines.

I5M Code chapter 8 =

COMPANY & SAFETY MANUAL
D Mgmnt. nis: 210,000
Manisal describing the company’s sakety and
erwirenmental- pratection palicy, Roals and
comqany organization, instructions/procedures to
engure safe operation, responsibdities and
authorky, reporting, audis and review,
EMERGENCY CONTINGENCY MANUAL
Doc. Mgmi. no: 210 005
Manuad which describes procedures to prepare
tar, and respond Lo emergency, critical and
specific situations including alerting routines.

ISP Corde chaptar 8 =

SAFETY TRAINING MANUAL
FIRE TRAINING MANUAL
Do, Mgmst. mig: 210,000
Wessels instructions regarding safety equipment

SAFETY TRAINING MAMNUAL
FIRE TRAINING MANUAL
Doc. MZmE. i 2100010
Vessek insbructions regarding salety eguipment

SAFETY TRAINING MANUAL
FIRE TRAINING MANUAL
Dest. Mgmit. o 210,010
essels insiructions regarding sabety eguip ment

CHECKLIST BINDER
Doc. Mgmi. no: 210.005
Ship spacific chasckiists for safety and aperational
OUtings

CHECKLIST BINDER
Doc. Mpmi. mo: 2100015
Ship speciflic checklists. for safety and operational
TS

CHECKLIST BINDER
Doc. Mgmi. no: 210.015
Ship SpoCific chiscklists for satety and operational
Foistings

DOCUMENT MANAGEMENT 5YSTEM
D0-Book (departments filing system)
Do, Mgmst. mig: 210,020
Birsder which im detal describes the department
filing and documentation of cparational routings,

and Insrsctions 17 handiing of above.

DOCUMENT MANAGEMENT SYSTEM
D0-Book [vessel filing system)
Deoc. MgmL. i 2200020
Binder which in detail describes the depariment
filing and documentation of operational routines,
and instructions for handling of abowe.

DOCUMENT MANAGEMENT SYSTEM
00-Book (vessel filing system)
Do, Mgmit. ne: 210.030
Binder which in detail describes the department
ﬁlm and documentation of cperational routines,
and instrections for handling of abowe.

SOPEP MANUAL*
Doe. Mgmt. no: 210,030

SOPEP MANUAL®
Dec Mgmi. no: 2000030

SOPEP MANUAL*
D, Mgmt. no: 210,030

CARGO SECURING MANUAL*
Do, Mgmst. nia: 210.035

CARGO SECURING MANUAL*
Do, Mgmt. i 2100035

CARGO SECURING MANLUIAL®
Dioc. Mgmt. no: 210.035

BALLAST WATER

MANAGEMENT PLAN®
Doc. gt no: 210.050

BALLAST WATER

MANAGEMENT PLAN®
Doc. Mpmi. mo: 2100050

BALLAST WATER

MANAGEMENT PLAN®
Do, Mgmt. no: 210,050

EMERGENCY TOWING BOOKLET
Do, Mgmit. no: 210.045

EMERGEMNCY TOWING BOOKLET
Doc. Mpmit. mo: 2100045

EMERGENCY TOWING BOOKLET
Diac. Mgmnt. o 210,045

ENVIROMMENT MANAGEMENT
MANUAL including SEEMP
Dz Mgt no: 275 and 230

ENVIRONMENT MANAGEMENT
MANUAL including SEEMP
Doc. Mgmit. no: 225 and 230

ENVIRDONMENT MANAGEMENT
MANUAL including SEEMP
D, Mgt mo: 225 and 30

HULL OPENING OPERATING AND

MAINTENANCE MANUAL
Do, Mgt mo: 210,040

HULL OPENING OPERATING AND

MAINTENANCE MANUAL
Dhoc. Mpmi. mo: 2100080

HULL OPENING OPERATING AND

MAINTENANCE MANUAL
Do, Mgk, na: 210,040

SEARCH AND RESCUE

CO-OPERATION PLAN
Do, Mgmst. mig: 210,025

SEARCH AND RESCUE
CO-OPERATION PLAN
Doc. Mgmt. mo: 210,025

GARBAGE MANAGEMENT PLAN

Makers instruction and operating

manuals
Do Mgmi. no: 155 and 160

Makers instruction and operating

manuals
Doc. Mgmt. no: 155 amd 160

Makers instruction and operating

manuals
D, Mgt mo: 155 and 160

Drawings and plans
Do Mgt no: 160

Ships drawings and plans
Doe. Mgmt. no: 160

Ships drawings and plans

Do, Migmt. ma: 160

* Manual which i to be approwed by Flag or RO, no alberations or revisions shall be made withowt approval

A otheier SMS decumeniaiion, ascapt makers inatrections/operating manuals and draviings, shall be "controlled documants™ which means that it is approed
and dated 3 descrited in chagter 1.3 Ravision of manuals.

Ovanstaende beskriver schematiskt vilka pdrmar som ingar i sakerhetsorganisationssystemet, vilket sty
organisationens verksamhet. Rutor med bred ram ingér i rederiets 13M dokumentationssystem, de dvriga
anger stidmanualer for att beskriva helheten i verksamhaten.

Safety
Mgmt
System

ECKERO |
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Fordelar

ISM:

Nar man tanker efter ar det helt logisk att detta implementeras i SMS systemet,
ger BFH och ovriga befattningshavare befogenheter och ansvar att tillse sa
rutinerna implementeras och efterfoljs

Drift/tekniskt management:

Ger mer enhetliga och sakrare rutiner da nya system satts ombord eller
existerande system uppgraderas.

IS/IT:

Mer befogenheter och mdjligheter att styra upp installationer sa det gors enligt
sakra rutiner med avseende pa skyddsmekanismer.

I och med ISM implementeringen ger det aven IT avdelningen befogenheter att
ge ut info och direktiv som forbattrar IT skyddet.

Rederiaktiebolaget

ECKERO ©




Nackdelar

ISM:

Formuleringen av ISM texter; kanns svart och trevande att veta hur man skall
formulera rutiner, processer, tillstand i praktisk text pga att det ar sa nytt och
begransad tillgang till existerande information. Avgransningar ar ocksa en
utmaning.

Drift/tekniskt management:

Kan tankas att driftsmassiga storningar kan leda till mer troghet i processerna for
att atgarda problem som uppstar.

IS/IT:

Ansvar for samtliga medarbetare for att verkligen folja rutiner och kédnna till
interna regler gallande sakerhetsaspekter.

Systembestallare bade iland och ombord maéste kdnna till rutinerna och ta reda
pa vad nya system kraver for att fungera i vara system, kraver mer arbete i
planerings- och upphandlingsprocessen.

Leder oundvikligen till ett visst merarbete for att kartlagga och system och
applikationer samt genomfora riskbedomningar.

Rederiaktiebolaget

ECKERO ©




Vad har vi redan pa plats?

ISM:

Inom organisationen och ombord finns en vana att ta till sig nya rutiner och
regler genom ISM/SMS systemet. Aven kdinnedomen om att nya rutiner maste
implementeras samt granskas utifran av olika myndigheter och genom
interna/externa kontrollmekanismer

IS/IT:

Till stor del finns redan skyddsmekanismerna pa plats sdsom
- Antivirus system

- Brandvaggar

- Losenordshantering

Som en meny pa en restaurang

Rederiaktiebolaget

ECKERO <




System name |
Supplier/Manufacturer

I the system remote controlled? [ Eres How?

System requires Internet connactivity L ves | Estimated monthly data usage Mbytes
‘which services on the Internet are required?

Internet connaction awvailability requirements {SLA] £

Hows critical is the system to the operation of the veszel? | LIHigh LImedium lLow

Eckerd contact
Other system access
requiremeants

Below are the network connactivity options awailable to supplier provided equipment.

Dedicated supplier
WLAN and subnet in

wessel infrastructure,

Small number of devices,
with kyw aperational risk,

requiring Internet- or
Submet lagically

separated from on- and m|

off wassel netwarks,

wesse| access, The devices

.
will be placed an a shared Menyn.
DMZ on the wessel '

anly accessible thraugh
Wirtwal PC. This wirtual

PC iz accassible by

Remate access is available

through remote user WEN.

—r— . En enkel blankett som ar tankt
att anvandas da nya system
skall laggas till ombord.

supplier thraugh
remote user YRR
Suppher subnet has no
Internet access

Den ger ocksa anvandarna en
enkel overskadlig bild over hur
: applikationer och system ar
i uppbyggda i forhdllande till de

T olika skyddsmekanismerna.

subnet in vessel

~ ~ infrastructure For
If the supplier chooses to provide Internet

connectivity through a dedicated
connection, for example mobile network,
it is mandatory the supplier takes

miedium and high risk
devices requiring
Internet access
andfor limited sooass
necessary measures to prevent fram vessel or affice

unauthorized access to the system. LAN. Remats sooss

available thraugh

remote user VPN

Rederiaktiebolaget
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Vad aterstar for att vi skall

kanna oss redo for nasta
DoC besiktning?

ISM:

Formulera text, riktlinjer och regler till ISM/SMS systemet. Overens om att halla
det pa en rimlig niva bade vad galler omfattningen samt sprakligt for att
personalen skall kunna forsta och ta in informationen.

IS/IT:

Information om implementering och cyber risk management i allméanhet inom
landorganisationen samt till fartygen. Kan uppnas genom tex:

- Intranat
- Utbildningar
- Direktiv och information

Rederiaktiebolaget

ECKERO |




Erfarenheter

Information om de nya reglerna

Om vi klarar av att ge ut tydlig information och klara regler och riktlinjer
upplevs detta inte som ndgot negativt av anvandare iland och ombord, utan kan
forenkla det dagliga arbetet genom att reda ut manga tveksamheter och oklara
saker i den dagliga verksamheten idag.

Praktiska enkla atgarder som behdver fortydligas
USB minnen
Externa leverantorer som ansluter sig pa vara system

Utmaning: Dockning av fartyg

Rederiaktiebolaget

ECKERO
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Status i fragan inom IMO och EU samt
implementering av Resolution MSC.428(98) —
Maritime cyber risk management in safety
management systems

Johan Isaksson, Transportstyrelsen



Cyber risk management inom IMO och
EU

Svensk Sjofart 3 Mars, 2020
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FAST TARGETED RELIEF FROM PAIN

24 CNPLETS ) pin Xy bt e
ibuprofen lysine 342mg (equiv. ibuprofen 200mg) ausr & se2is (capsule shaped tablts
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Cyber risk management

Bakgrund — ISM och ISPS
EU:s arbete — ENISA

v Nytt direktiv "Cybersecurity Act” — 2019/881 (27 juni
2019)

v Nytt mandat for ENISA
v Krav pa Certifiering av ICT produkter

) X TRANSPORT
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IMO res. MSC.428(98)

- Resolution och riktlinjer

v Implementering — Genom ISM
https://transportstyrelsen.se/sv/s|jofart/Fartyg/sjosakerhet
sarbete/aktuell-information/

v Tillsyn — Systemtillsyn genom sedvanlig auditering vid
certifiering

» Senast genomfoért som del av rederiets SMS vid forsta arliga
verifieringen av rederiets DOC efter 1 januari 2021

) X TRANSPORT
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https://transportstyrelsen.se/sv/sjofart/Fartyg/sjosakerhetsarbete/aktuell-information/

NIS (EUROPAPARLAMENTETS OCH
RADETS DIREKTIV (EU) 2016/1148)
- Tillampning och omfattning

- MSB och TS

- Rederiers roll

- TS tillsyn inom NIS

) X TRANSPORT
A STYRELSEN



Tack for uppmarksamheten!

Fragor?
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SWEDISH SHIPOWNERS ASSOCIATION

Tack!
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Missa inte Svensk Sjofarts 0ppna
arsmotesseminarium 23 april!




